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56:560 ArBND-VHT"1
V/v canh b6o 04 16 h6ng trong BIOS cta
m6y tinh, thiCt bi DELL vi 16 h6ng bAo

mit m6i trong phAn mdm WinRAR

CQNG HOA XA HQI CHU NGH1A VIET NAM
EQc lflp - Tg do - Hgnh phric

Vdn Giang, ngdylS thdng 7 ndm 2021

Kinh grii:
- C6c co ouan. don vi:
- Uy ban nhdn ddn cilc xe,thi trAn.

Cin cri C6ng vin s6 670/STTTT-BCVTCNTT ngiry 02/712021 cria So

Th6ng tin vd TruyCn th6ng tinh v€ viQc ctnh b6o 04 l5 h6ng trong BIOS cta
m6y tinh, thiiit b! DELL; C6ng vdn s,i OSsISTT'IT-BCVTCNTT ngiy
O8l7l2\2l vO viQc l5 hOng b6o m4t moi trong WinRAR.

Uy ban nhan dan huyQn y6u cAu c6c co quan, don vi; UBND cric x6, th! tr5n

tri6n khai mQt sii nQi dung sau:

l. Ki6m tra, rd so6t m6y tinh, thii5t bi cta h6ng DELL t4i don vi dang su

dr,rng c6 kh6 n6ng bl nnh huong boi c6c 16 h6ng bio m{t m6i (CVE-2021-
2157 l, CYE-2021-21572, CyE-2021-21573, CYE-2021-2157 4) c6 trong tinh
ning BIOSConnect vi HTTPS Boot (tinh ndng, c6ng cg c6 sin tr6n hiu h5t cric

m6y tinh, thii5t bi cria h6ng Dell <tE h5 trg viQc cip nhit firmware vd kh6i phtrc

hQ dieu hanh fi xa) tr6n BIOS cria cic m|y tinh, thi6t bi hAng Dell. 04 16 h6ng

ndy c6 thi5 t6t ni5i v6i nhau trong c6c chi6n dlch t6n c6ng c6 cht dich d6 t6n

cdng, ki6m so6t m6y tinh, thii5t bl crla nguoi dtng, tri d6 tAn c6ng siu vdo c6c

hQ thi5ng th6ng tin quan trgng kh6c.

Cflp nh$t ban v6 tuong ring theo phrit hiinh cta hdng, trong truong hqp
chua c6 ban v6 cin c6 phuong 6n <tC ngdn chln viQc khai th6c 15 h6ng, <l6ng

thdi theo d6i thudng xuy€n thdng tin v6 15 h6ng tl6 c{p nhit ngay khi c6 bdn vri
(Theo hudng ddn tqi C6ng vdn tii tOO/CLff-NCSC cia Cuc An todn th6ng tin
g;ri kdm).

2. Thgc hiQn ki,3m tra, ri so6t m6y tinh <lang sri dgng phAn m€m

WinRAR c6 khi n6ng bi anh huong bdi l5 h6ng CVE-2021-35052 (Khai th6c

thd,nh c6ng l5 h6ng ndy, tliii tuqng t6n c6ng c6 thii thqc hiQn tAn c6ng viro hd,ng

lo4t cric mriy tinh ngudi dtrng dang sri dung WinRAR, tir d6 c6 thiS dan tl6n c6c

chi6n dich t5n c6ng c6 cht dich tr6n diQn rqng) d6 c6 phuong 5n xri lf, kh6c
phqc l5 h6ng. Cflp nhQt l€n phi6n ban mdi nh6t (hiQn tai ld 6.02) theo ph6t hdnh

cria hing (Iheo hu6ng ddn theo C6ng vdn sii AOUClftf-NCSC cila C4c An
todn th6ng tin g*i kim).
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3. TEng cudng gi6m s6t vd sAn sing phuong 6n xri ly khi ph6t hiQn c6

dAu hiQu bi khai th6c, t6n c6ng m4ng.

Trong trutmg hqrp can h5 trg, tl6 nghi li€n he ttAu mi5i h5 trq cta BA

Th6ng tin vd TruyAn th6ng: Trung tam Gi6m s6t an toan kh6ng gian m4ng qui5c

gia (NCSC), Cuc An todn thdng tin, SDT: 024.3209.1616, thu diQn tu:
ais@mic.gov.vn ho{c 1i6n hQ D$i ung crlu sg cii th6ng tin m4ng tinh Htmg
Y6n, SDT: 02213.867.093, thu diQn tri: cntt.stttt@hungyen.gov.vn.

:.
Y€u cAu c6c co quan, don vi; UBND cilc xd, thi tran t6 chric tri€n khai

thuc hiQn./.

Noi nhQn:
- Nhu kinh gui;
- TT HuyQn ty;
- Lenh tlqo UBND
- Luu: VT,VHTT.
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